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Background




Company

Mfg HR

* Reduced physical control, visibility
* Increased multi-tenancy
* Reduced effectiveness/efficiency of existing security toolbox

* Increased attack surface
I [ ]

61% 55% 57%
Lack of visibility inhibiting private Lack of control over data key concern Avoid putting workloads with
cloud adoption1 for public cloud adoptionl compliance mandates in cloud1

1 source: McCann “what'’s holding ey, sponsored by Intel, May 2012



Trusted Boot: Hardware-based root
enforcement of launched environments —
reduces malware threat

e Trust Based Policy Enforcement:
Control VMMs based on platform trust

(and more) — better data protection

Infrastructure Audit and Compliance
Reporting: Hardware-enforced
compliance reporting

Trusted Compute Pools:
Helps meeting new security needs



H/W platforms with Intel® Trusted
tboot + OS/VMM supporting meas

* Remote attestation service provid
on platform integrity
* OpenAttestation providing attestatic




boot process

* Complements runtime

protections
Intel® Server
* Reduces supportand Chipset

remediation costs
_ VMMIOS

(MLE)

Hardens and Helps Control the Platform



* Use TCG-def on protocol.

* Target at clo nagement tools.



https://github.com/OpenAttestation/OpenAttestation.git

Attestation

Server (Tomcat) Host
Agent

Hyperwsor I tboot

‘HardwarelTXT

Privacy
CA

et |

«Q
D

Hosts Table

Appraiser Whitelist Table

DB(mysql)

Installation and
provisioning scripts
CLlI tools

OAT provides standard RESTful API interfaces



Architecture




Web Admin/ Linux REST Web Browser
LU ARPS CcLI API User Portal

LDAP / IPA Active Directory Web Service REST AP Web App —— SOAP - Internal Web Servic

— HTTPS
/) SSH/ SsL
«
= Backend
Java
Linux
—
-]
L ]
OAT Server

- VDSM VDSM

ﬁ libvirt

Console Access
PostgreSQL

SPICE or VNC

Hypervisor




Postgres Admin Portal
I gwt

SDK/CLI
python

User Portal
gwit

Guest agent Guest agent
4
v

Shared Storage Linux VM Win VM Linux/Windows

FC/ISCSI/NFS — client
libvirt
VDSM
Host | Node I

Local Storage




Trusted

Add host:

e APP
User specifies :: iSRS amll\ | /
cluster = “Trusted Cluster” | Hypemsor /’
. . ] : | -_'. | - . / \

oVirt

Engine
/S

Attestation
Server

—

a

nt API

Privacy IHost Ag

Appraiser
Whltellst

______(Q_____



Key advantages

* No migration support issue




Implementation Details




* Work started shed by Aug 2013

* Available in c )



http://www.ovirt.org/Trusted_compute_pools
http://www.ovirt.org/Trusted_compute_pools

Hew Cluster
General
Optimization Properties
tesilience Policy

| Mo llable

Additional Properties

¥Enable Trusted Senvice




“Up” and untrusted ho
Jger conditions:
to a trust cluster

DperationalVdsComme

_SIZE, 20 as default







curl -v -u "admin:password*
-H “content-type: application/xml*
-d '<cluster><name>my_cluster</name>
<trusted_service >true</ trusted_service>
</ cluster >
'http://engine.***.com:80/api/cluster’




her the VM is exported from a trusted cluster

classes:
{Reader|Writer}.java
ler|Writer}.java







Summary




administrator to deploy VMs on tr
service differentiation.

Intel® TXT provides hardware suf
usage.




Q&A




Backup




H'= F e [ App
User specifies :: - HostA . r'
trusted_host_flag = true SmismsissEsl /
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erformance




States and other countries.

*Other names and brands ma
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http://www.intel.com/technology/security
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